
Tanzu User Journey Map

What is Tanzu Journey Map?


I conducted interviews with app operators and app developers to gain a comprehensive understanding of 

their experiences and challenges with the Tanzu Application Platform. This journey map exposes critical pain 

points throughout their usage, with a particular focus on security. By highlighting these issues, we can target 

specific areas for improvement to enhance both the overall functionality and security of the product.

Why do this Journey Map?

The purpose of this Journey Map is to accomplish the following

 Offer a clear overview of the user's thought process at a high level

 Gain insights into their interactions with other personas

 Identify user issues as opportunities for potential feature enhancements

 Utilize these identified gaps to improve the overall user experience

 Enhance visibility and awareness throughout the larger organization.

Personas

Hector

Application Operator

Scott

Application Developer

It would be great if a 
combination of machine-
generated and human-
assessed inputs were utilized to 
generate an exposure analysis 
document. The document could 
explain how vulnerabilities were 
triaged, why they were triaged, 
and identifies whether they are 
marked as exploitable. 

The current issue revolves 
around container security, 
specifically in managing a large 
fleet without adequate policies 
and processes. The app 
operator wants to recommend 
policies that can improve the 
security posture.

Leverage Dependabot's 
proactive notifications to 
enhance vulnerability 
remediation by enabling faster 
response from development 
teams, improving overall risk 
mitigation.

Enable proactive suggestions for 
PE to address platform 
requirements and mitigate 
issues effectively.

Automatic Notifications helping 
Application Operator know 
where the vulnerability is in the 
dependency stack.

More information on how is the 
Image Built.

We require a tool that can 
provide a comprehensive 
inventory of all vulnerabilities 
and vulnerable workloads, 
enabling the generation of 
reports for the C-Suite.


Having a vulnerability exchange 
of information would be 
beneficial for extracting the 
vulnerabilities that are of 
concern to us during the 
exposure analysis.

Wants a one-click action to 
‘automatically’ remediate 300+ 
vulnerabilities

To convey to CISO about 
execution paths that they as a 
team/company are not 
vulnerable even if the score is 
more than 9 or 10

It would have been beneficial to 
offer vulnerability information, 
analysis and remediation 
conditions based on the 
exposure analysis

It would be great if we could 
open an issue against a Git Repo

We utilized the archer tool to log 
exceptions lasting for 90 days. 
The continuous emphasis on this 
issue created a rigorous 
environment, prompting teams 
to patch things even when it 
might not have been necessary

Pressure Frustrating

It is crucial to assess the vulnerabilities 
known to be exploited, as this knowledge 
helps in prioritizing our security efforts 
effectively. As a Application Operator, I also 
manage and coordinate with development 
teams, ensuring that their expertise is 
leveraged to safeguard our systems.  

Certain aspects of today's systems don't 
align with current practices because they 
were established based on outdated 
decisions or controls from the past.

Gathering Vulnerability Information

Prioritize Addressing Vulnerabilities

How many 
Vulnerabilities are 
known to be 
exploited?

Update the workloads landing 
page to include
 Number of builds successfully 

deployed to productio
 List of production sites where 

the builds have been 
deployed

Update the workloads landing 
page to include
 Show the post-build 

vulnerability



Create a space in the Workloads 
details page which helps the 
user to see a list of 
vulnerabilities initially and later 
helping them mitigate the CVEs

Update the Tanzu Application 
Security Analysis Page with data 
which will help the app operator 
understand the top security 
vulnerabilities in different 
applications.

Frustrated Dissatisfied

As a Application Developer, I 
work on multiple builds 
throughout the day and week. I 
would like to have visibility into all 
the successful builds that have 
made it to production. 
Additionally, I know my code has 
been deployed across multiple 
production sites, and I would like 
to get visibility into these 
deployments. This visibility is 
crucial for tracking progress and 
ensuring the reliability and 
security of the deployments.

Application Build Awareness 

Multiple Builds

I work on multiple 
builds throughout the 
day and week. I 
would like to have 
visibility into all the 
successful builds that 
have made it to 
production.

I know my code has 
been deployed 
across multiple 
production sites, I 
would like to get 
visibility into these 
deployments.

Application Vulnerabilities

Vulnerabilities in App

I usually like to 
understand 
vulnerabilities early 
on so that I can fix 
them before they 
make it to production

TAP does help me get 
visibility into 
vulnerabilities when 
my code passes 
through the Supply 
Chain.

Stay Ahead Frustrating

One pain point is the lack of emphasis on 
hands-on vulnerability testing, like pen 
testing. To address this, we can take a 
proactive step by prioritizing pen testing. It 
helps us uncover vulnerabilities before they 
are exploited and stay ahead of potential 
threats. By implementing regular pen 
testing, we demonstrate our commitment 
to proactive security measures and ensure 
our systems are well-protected.  

As a security analyst, I am faced with the 
daunting task of navigating through 
bureaucracy and compliance challenges 
to ensure that we meet policies.


Proactive Measures

Auditing

Conduct Pen Testing 
and create a report 
for the dev. team 
(once a year)

Analyzing risk and a 
way to reduce the 
risk

Housekeeping (Process relate)

Create a strategy for 
container testing and 
remediation

Create policies to 
effectively mitigate 
low-level risks and 
bring compliance

Complete CISSP 
(Certified information 
systems security 
professional)Training

Takes product 
specific certification

Finding the right 
owners was a bit 
challenging, I create 
a standard for 
consistent labeling to 
identify an owner.

Provide security tools 
to development 
teams so that they 
can identify 
vulnerabilities on 
their own

Create policies that 
are appropriately 
cautious by ensuring 
that our applications 
pass a minimum 
threshold of 
Common 
Vulnerabilities and 
Exposures (CVEs).

Caution

Despite the significant attention given to 
secret scanning and encryption, it is crucial 
for me as a Application Developer to delve 
deeper and gain a comprehensive 
understanding of all security risks. My 
responsibility is to effectively communicate 
and guide development teams and 
decision-makers in recognizing the risks we 
are exposed to and identifying the low-
hanging fruit security risks that demand 
immediate attention.



As a part of this sometimes I do provide 
tools which will help them identify 
vulnerabilities on their own.

Cross-Functional Communication

Share Vul. Information with various Team Members

Share vulnerability 
reports with 
Development teams 

Share vulnerability 
reports with CISO’s 

Facilitate 
understanding and 
awareness of risks to 
decision makers, 
identifying and 
highlighting areas of 
exposure and low-
hanging fruits in terms 
of risk mitigation.

Pressure Busy

In my role as a Application Operator, I 
often face the pressure to ensure 
comprehensive security measures. Each 
day brings a unique focus, but my 
responsibilities do not typically involve 
directly identifying vulnerabilities. Instead, I 
collaborate closely with development 
teams, who are responsible for identifying 
vulnerabilities.



I feel the pressure to do more than doing 
the right thing.

Identify Risk Levels

Identify Application Related Issues

There are post 
vulnerabilities and I 
would like to get 
visibility into that.

My communication 
with the Security 
Analyst is never 
pleasurable. I feel 
judged and they 
always make me feel 
that I am doing 
something wrong.

Tool approval 
processes often limit 
my use of preferred 
security tools, leaving 
me unaware of 
potential code 
vulnerabilities.

If there is a 
vulnerability found 
post production, I 
have no visibility into 
that, unless the 
Security Analyst tell 
me.

Vulnerabilities in APIs 
can be exploited, 
leading to 
unauthorized access 
and data breaches 
so getting visibility to 
them is crucial

What is my risk 
exposure?

My view of App 
developers is that 
they are unaware of 
the vulnerabilities in 
the code they write. I 
have to constantly 
track them down to 
resolve 
vulnerabilities.

Burnout No Sense of Accompl...

My primary interactions are with developers 
who have run scanning tools to identify 
vulnerabilities. I respond promptly to their 
reports, ensuring that vulnerabilities are 
addressed and mitigated effectively.



There's always more. I have never seen 
anyone "clear the board"



As a Application Operator, I sometimes 
find myself frustrated by what feels like 
"security theater" - engaging in security 
measures that give the appearance of 
security without actually addressing the 
core issues. While it is important to patch 
known vulnerabilities, it can be 
disheartening when none of those 
vulnerabilities have ever been exploited.

Frustrating

Developers utilize a wide range of tools, and 
there is no singular platform they rely on 
exclusively.



Developers use a scan tool to find potential 
problems in their programs. They come to 
me for help in assessing the severity of the 
issues and deciding what actions to take. 
Not all developers pay equal attention to 
these problems, as each group may have 
their own CISO (Chief Information Security 
Officer.) Also, Not all developers pay 
attention to the remedies

Respond to Vulnerability

Identify who is Responsible

Challenging to find 
team owners of 
impacted code

identify and address 
the aspects of 
today's systems that 
don't align with 
current practices due 
to outdated 
decisions or controls 
from the past.

Start the Triage & Remediation Process

Work with 
development teams 
to solve for 
vulnerabilities by 
giving them 
remediation steps

I would like to see 
vulnerabilities which 
are critical and high, 
anything below the 
system should 
automatically silence 
it

Reading release 
notes/
documentation is 
hard to understand 
and sometimes I am 
unable to verify if the 
steps I have taken in 
the documentation 
for configurations are  
correct.

I would like to 
understand the 
vulnerabilities found 
in production and 
depending how 
critical they are, I 
would like easy ways 
to mitigate them

Reactive Measures

Organization has been Compromised

After a breach, every 
app developer is 
under pressure to 
update all of their 
dependencies to the 
latest versions

The VP has made it 
their life mission to fix 
the security issues 
within the 
organization. As a 
result, the pressure to 
address these issues 
becomes intense

Pressured

As an app developer, the pressure to 
update all dependencies to the latest 
versions intensifies after a breach. The 
VP has dedicated themselves to fixing 
the security issues within the 
organization, making it their life mission. 
This relentless pursuit for enhanced 
security puts additional pressure on 
developers to address these issues 
promptly and effectively.

Provide a actionable feedback 
which helps the Application 
Developers understand what do 
they need to do to fix the 
vulnerability.

Application Development

What is Secure Code?

I have to sit through 
tedious security 
training materials. 
There is no 
motivation to write 
secure code.

Local Machine

Security measures in 
local environment 
might differ 
compared to the 
production 
environment.

High Level Metrics

I would like to 
understand the 
efficiency and 
effectiveness of my 
development and 
deployment process.

Frustrated Dissatisfied

As a Application Developer, As an 
application developer, I face 
several pain points with security. 
Extensive and monotonous 
training materials, inconsistent 
terminology, and confusing 
concepts are frustrating. 
Motivation to write secure code is 
low due to a lack of emphasis 
and rewards. Security practices 
are often product-specific, 
making knowledge transfer 
between languages difficult. The 
responsibility for security typically 
falls on team leads, detaching 
developers from the process. 
Additionally, the lack of clear 
metrics to measure security 
efforts makes secure coding feel 
unrecognized and unsatisfying.

Frustrated Dissatisfied

As an Application Developer, 
understanding and improving the 
Lead Time to Change (LTTC) and 
Deployment Frequency (DF) is 
crucial.  

Imagine spending days or even 
weeks working on a new feature 
or bug fix, only to see it languish in 
the deployment pipeline. The 
frustration of delays, the 
uncertainty of when your work will 
go live, and the anxiety of 
potential bottlenecks can be 
overwhelming. It’s disheartening 
to work in an environment where 
deployments are infrequent and 
unpredictable. The uncertainty of 
when new features or updates will 
reach users can be demoralizing. 
Frequent deployments help us 
see the immediate impact of our 
work, but when these are 
irregular, it feels like we’re working 
in the dark.

Help address these pain points 
by integrating security best 
practices directly into the 
development workflow. 



How might we meet the 
developers where they are in IDE, 
we can create Tanzu Plugin for 
IDEs which will help them identify 
issues in the code early on.

Bringing these metrics up to the 
application developer on the 
landing page can give them 
more context about their work.

Update the Tanzu Application 
Security Analysis Page with data 
which will help the app operator 
understand the top security 
vulnerabilities in different 
applications.

Provide developer contact name 
and details based on the data 
we capture using RBAC

BUILD

User Observations

User Thinks & Feels

Opportunities

Scared Dissatisfied

As an Application Developer, I 
encounter several vulnerability issues 
post-production. These include dealing 
with unpatched dependencies, 
misconfigurations, insufficient logging 
and monitoring, data exposure, 
insecure APIs, and code injection flaws. 
Additionally, outdated security 
practices, lack of regular security 
audits, access control issues, and 
compliance violations pose significant 
challenges. These vulnerabilities can 
lead to security gaps and potential 
breaches if not addressed 
continuously.

OPERATE OPTIMIZE


